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1 Overview
The Offline Patching for Windows process involves two utilities:

· Patch Downloader

· Patch Installer 

Both utilities make use of the Windows Update Offline Scan file, wsusscn2.cab.  This file is required by both utilities.  The latest version of this file is always available from http://go.microsoft.com/fwlink/?LinkID=74689
A quick outline of the typical usage is as follows:
· Download latest offline scan file on local machine

· Run Patch Downloader on local machine to update local repository of patches for target Operating System

· Copy Patch Installer and offline scan file to target system

· Execute Patch Installer on target system, configure with location of wsusscn2.cab and patch repository

· Run Search from Patch Installer

· Review applicable updates, and install via Patch Installer

1.1. Patch Downloader
The Patch Downloader main window is shown in Figure 1, below.  It should be executed from a machine that has access to either the Windows Update website, or an internal WSUS server.  In both cases, the latest copy of wsusscn2.cab is required for operation.
1.1.1. Operation
The target Operating System and Architecture can be specified via dropdown menus.  The only supported language at this time is English.

By default, patches will be downloaded and stored in a folder named “cache” in the same directory as the Patch Downloader utility.  This location can be changed to any accessible directory by clicking on the Set Destination button.  Clicking on the Set Destination button will produce a dialogue box like that shown in Figure 2.
The Download Source can be configured to download either directly from the Windows Update website, or from an internal WSUS server.  There will be a prompt to enter the URL for the WSUS server once the Download button is clicked, as shown in Figure 3.
A proxy server can be specified if required to access either the Windows Update website or an internal WSUS server.  Click on the “Proxy Settings” button to open the proxy configuration window.  This dialogue box is shown in Figure 4.  The proxy can be configured to use either the existing Internet Explorer settings, or to define a custom HTTP proxy.

Once the Download button is clicked, all controls will be disabled as per Figure 5.  A new button will appear, labelled Stop Download.  Clicking on this button will cause the current download to cease, and re-enable all controls.

When all available patches have been downloaded, the controls will be re-enabled and the log displayed in the lower portion of the screen will display “Synchronisation complete”
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Figure 1 – Offline Patch Downloader initial view
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Figure 2 – Select patch destination
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Figure 3 – Enter the WSUS URL
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Figure 4 – Configure HTTP proxy settings.
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Figure 5 – Download in progress
1.2. Patch Installer
The Patch Installer utility is designed to be run on a server that is isolated from the internet, or newly built.  It requires the latest version of wsusscn2.cab file in order to operate.

The initial main window is shown in Figure 6.  The window is divided into two main sections.  The upper section will contain a list of applicable patches once a search is conducted.  The lower section includes a log produced by the utility.  This log file is also written to a text file, %temp%\offline_patcher.log
The results of a search are logged to two text files, created in the same directory as the Patch Installer utility.  They will be named %computername%_patches.txt and %computername%_missing.txt.  The first will include a listing of all patches, installed or otherwise.  The second will include a listing of which patches are not currently installed.

1.2.2. Operation
When the utility is initially launched, it will conduct a number of checks to ensure it will run successfully:

· The Automatic Update Service is running

· The minimum version of the Windows Update Agent API is installed (version 5.8.0.2678, can be verified by checking the version of C:\Windows\System32\wuapi.dll
· The wsusscn2.cab file exists in the same directory as the utility

· The default cache location (a “cache” directory in the same directory as the utility) is present

If any of these fail, information will be displayed in the bottom section of the main window on the failure, and what needs to be addressed.
Use the “Set Cache” button to change the location the utility will search for patch installation files.

Use the “Change Def File” button to select the location of the Offline Scan File, wsusscn2.cab.

Once the initial checks are completed successfully, the Search button will be enabled.  While a search is running, the utility will appear unresponsive.  This is due to the nature of the Windows Update Agent API.  The window will appear similar to that shown in Figure 7.
Once a search is completed, any outstanding patches will be displayed in the upper section of the main window.  Patches that are found to be in the patch cache directory will be displayed in bold.  Patches that are Important or Critical will automatically be selected for installation, as shown in Figure 8.
The Select All and Select None buttons can be used to control which patches are selected for installation.  Clicking on the checkbox for a category will select all patches within that category for installation.

Once the Install button is clicked, a confirmation dialogue box is shown, as per Figure 9.  If Yes is clicked, all selected patches will be installed without any further intervention.  Otherwise, there will be a confirmation prompt before the installation of each patch, as per Figure 10.  
Once all patches are installed, a final text file report will be produced listing all patches that were available for the platform, and their status – installed or missing.  The GUI will again stop responding while this report is produced, since a new search is performed for applicable updates.
The current version of the Offline Patch Installer utility does not check for or perform any reboot that may be necessary as a result of patching.  Future versions may include this functionality, however for now; a manual reboot is suggested at the conclusion of the patch installation.
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Figure 6 – Initial Offline Patch Installer main window
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Figure 7 – Offline Patch Installer running a patch search
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Figure 8 – Offline Patch Installer search completed
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Figure 9 – Patch Installer confirmation
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Figure 10 – Confirmation before each patch installation
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